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Question 1: Quantitative debate 

Post 1: for the motion 

“Quantitative risk assessment is the most acclaimed risk assessment method across the globe. The main reason for this is that it 

provides a concreted result through considering four major aspects of the risk rising. Over the couple of facts and features it has been 

seen that the major sources of risk are from the individual level, public risk, environmental risk and the employee risk. In any country 

the it has a regulatory framework that guides the risk management in detailed level. The risk assessment through the quantitative 

calculation provides a better snapshot about the risk along with the regulatory framework. On the other hand, the quantification of the 

risk enables the organization and the associated departments to handle the risk according to its calculated magnitude. Therefore, the 

quantitative risk assessment helps in taking the prompt and the required action to the categorized risks (Dnv.com, 2015). This also 

helps the companies to develop a business solution model based on the identified and the assed risks  

The main advantage of the quantitative risk management is that it allows demonstrating the risks in accordance with its severity value. 

This severity value helps the legislative departments to take the required actions to control the risk for the bigger betterment of the 

society. Most of the companies’ puts stress on the quantitative risk assessment because it helps the company to identify the potential 

risk and its link with the indentified four aspects. The other reason for using the quantitative risk assessment is that all global risk 

identification and measure manuals work through the quantified values rather than qualitative instructions (Charitoudi, 2013). ” 

Post 2: against the motion 

“The quantitative risk assessment works very fine only while the operational process is static and has standardised sets of controls. 

Therefore, this kind of risk assessment fails to provide best in class result when the process and the control handles are not static but 

they are very dynamic in nature. It has been observed that especially in the IT industry the use of the quantitative risk assessment is 

very much unfavourable. The main reason for this is that the business operation of the IT industry is very much dynamic and it not at 
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all a standardised process. However, the main reason for this higher dynamics within the IT business process is that each of the 

customers has a specific set of needs and thus those needs brings different sets of risks. Therefore, in this conditions where the basic 

nature of the control and the magnitude of the control differs in accordance with the external demand it is not possible to quantify the 

risks through an outlined framework (Sims, 2012).  

Therefore, in these types of conditions the quantitative risk assessment fails to provide best in class assessment of the risks neither to 

the company nor to the clients. On the other hand, the major drawback of the quantitative risk assessment is that it fails to provide a 

relationship between the identified risks and its potential damage area with the potential capability of damage. Therefore, when it is 

necessary to identify the magnitude of the risk through the relationships with the other associated areas then the qualitative risk 

analysis provides far better result than the quantitative risk assessment (Abouzakhar, 2014).” 
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Question 2: Answers of the sub questions 

Sweet spot and discretionary area 

 

Figure 1: Sweet Spot and Discretionary Area 

(Source: Boyson, 2014,pp.346) 
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Every organization tries to minimise the risk and the occurrence of the risks in the future times. To achieve a risk free working 

environment companies needs to develop a security system within the organization. However, to implement a security system is very 

much costly and it takes a long time for the implementation. Therefore, to develop and implement a security system within the 

organizational system it incurs both the one time investment and the recurring investments (McDonough, 2007). However, it has been 

observed through analyzing some of the academic resources that the effectiveness of the planned security system is directly 

proportionate with the system development and implementation cost. Therefore, if we develop a graph with the two lines one will 

define the risk and the other will define the cost. In this graph, the sweet spot will be that area where the risk and the cost line 

intercepts together (Iasiello, 2014). 

On the other hand, there remain some of the associated costs that need to be incurred to maintain the risk. Therefore, it can be said that 

within organizations there remain some of the risk factors that cannot be diminished. More specifically, it can be said that the 

minimum risk and the minimum cost are the two factors that cannot be diminished. The region in between the minimum cost and the 

minimum risk defines the discretionary area (Olcott & Sills, 2014).       

Explanation on the Significance of a security decision that is located to the right of the Sweet Spot but outside the 

Discretionary Area 

The security decisions that remains in the right of the sweet spot but outside the discretionary area defines that the security 

enhancement requires big amount of fixed expenses. Moreover, this expense has lower impact on the risk. The main reason behind 

this is that the level of risk always tends in defining the lowest level. According to Sliwinski (2014) the nature of the risk is that it 

always tends towards the lowest level in this scenario, the higher cost investment always has the lower impact on the risk. Therefore, 

the investment on the risk that resides within the right of the sweet spot but outside the discretionary area will not provide good return 

to the organization.   
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Explanation on the significance of a security decision that is located to the left of the Sweet Spot but still inside the 

Discretionary Area 

The security decision that is located in the left of the sweet sop but still inside the discretionary area defines that in the security 

enhancement requires some amount of investment that has equal proportional impact on the risk reduction issue. The main reason 

behind this is that with the increment of the security measure the risk becomes low. Therefore, it can be said that the growing 

investment in managing the risk directly reduce the magnitude of the risk. Therefore, the investment on any risk that lies within the 

section of left of the sweet spot and within the discretionary areas will pay positively for the company thorough minimizing risks with 

the growing investments (Kizza, 2014).       

Discussion on the Defined Highest Acceptable Risk and Defined Lowest Acceptable Risk 

According to Palasinski & Grieve (2014) the acceptability of the risk becomes very much acceptable only when the risk becomes 

feasible for any organization. In the figure 1, it has been observed that the sweet spot is where the risk and the investment intercept 

together. The interception means that the risk and the investment became the feasible one. In this point, the investment becomes 

feasible in accordance with the potential risk. Through this, it can be said that the highest acceptable risk is located on the Sweet point.  

On the other hand, the lowest acceptable risk means such kind of risk that cannot be met because of the higher investment cost 

involvement. According to Vacca (2014) when the management of risk requires higher investment in accordance with the magnitude 

of the risk then that risk becomes low acceptable risk. In the right side of the sweet spot, the investment grows more rapidly and the 

magnitude of the risk increases. Therefore, it becomes very tough to bring a balance in between the investment and the magnitude of 

the risk. Therefore, it can be said that the lower acceptable risk resides right side of the sweet spot.     
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Question 3: 

It can be presented that the algorithm failed in making distinction among the low frequency and high impact threats and high 

frequency and low impact threats. For instance, the fire can be low frequency high impact threat and high frequency low impact threat 

can be wrong use of available resources. Therefore, ALE was not successful in making right differences (Woo & Kim, 2014). On the 

other hand, if a firm majorly focuses on analysing risk that can lead to loss then Annualized Loss Expectancy (ALE) can be computed. 

ALE = Exposure Factor × Asset Value 

The above outlined formula can be helpful in knowing the loss exposure. However, only single loss exposure can be estimated by 

evaluating the formula. Therefore, the risk can be effectively determined which can be considered as single dimension. Thus, it can be 

seen that it may fail in recognizing the frequency and impact. On the other hand, if low frequency and high impact threat is considered 

then the effect of the result may correspond with the outcome shown by the high frequency and low impact threat. Thus, it can be 

concluded that the ALE algorithm approach can be considered as main issue that may be accountable in providing a clear scenario and 

making distinction between the high frequency and low impact threat and low frequency and high impact threat. The failure in 

distinction may do not allow providing a clear picture and results (Rice & AlMajali, 2014).  
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Question 4: 

Threat Cost per incident Occurrence 

frequency 

SLE ARO ALE 

Software piracy $600.00 1 per month 600 52 $31,200.00 

Computer virus/ worm $2,000.00 1 per month 2000 12 $24,000.00 

Information theft (hacker) $3,500.00 1 per 3 months 3500 4 $14,000.00 

Information theft (employee) $6,000.00 1 per 4 months 6000 3 $18,000.00 

Denial-of-service attack $11,000.00 1 per 2 years 11000 0.5 $5,500.00 

Laptop theft $4,000.00 1 per 5 years 4000 0.2 $800.00 

Web defacement $1,500.00 1 per 2 years 1500 0.5 $750.00 

Fire $500,000.00 1 per 10 years 500000 0.1 $50,000.00 

Flood $300,000.00 1 per 15 years 300000 0.066667 $20,000.00 

 

The largest threat that can be understood from the table is Fire, which involves high amount of cost for each incident. The single loss 

expectancy caused due to fire is valued to 500000. Therefore, fire causes lot of damages than any other threats. Apart from that, the 

flood is second most influential threat that cause loss of 300000 but the estimated frequency of flood threat is very low than the others. 

The threat that most affect the system is software piracy as the estimated occurrence of software piracy is very high at 52 which show 
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that it can lead to potential loss that can hamper all the system and can increase the level of malicious threat. The other threat that is 

computer virus leads to a loss of 2000, which is more than software piracy and it, occurs 12 times in one month approximately. 

Therefore, annualized loss expectancy of computer virus is valued at 24000, which are second highest after software piracy. The 

computer virus can break down the system and can erase all the necessary documents. On the other hand, hacker theft occurs 4 times 

in every three months that attacks and hacks the important information of the person and use for themselves or distribute unethically. 

It causes loss of approx 3500 in three months. Therefore, it can be concluded that software piracy threat occurs maximum times than 

any other threats.  
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Question 5: 

Threat Cost per 

incident 

Occurrence 

frequency 

SLE ARO ALE Control Yearly cost 

of control' 

ROSI 

Software 

piracy 

$500.00 1 per 4 months 500 3 $1,500.00 Anti-piracy protection 

hardware 

$15,000.00 $13,500.00 

Computer 

virus/ worm 

$1,300.00 1 per 5 months 1300 2.4 $3,120.00 Antivirus $5,000.00 $1,880.00 

Information 

theft 

(hacker) 

$2,000.00 1 per 6 months 2000 2 $4,000.00 IDS $30,000.00 $26,000.00 

Information 

theft 

(employee) 

$7,000.00 1 per 13 months 7000 0.923076923 $6,461.54 Access controls $10,000.00 $3,538.46 

Denial-of-

service 

attack 

$4,000.00 1 per 10 years 4000 0.1 $400.00 Firwall $15,000.00 $14,600.00 

Laptop 

theft 

$5,000.00 1 per 10 years 5000 0.1 $500.00 Physical security $25,000.00 $24,500.00 
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Web 

defacement 

$1,500.00 1 per 5 years 1500 0.2 $300.00 Firewall $15,000.00 $14,700.00 

Fire $75,000.00 1 per 10 years 75000 0.1 $7,500.00 Insurance $30,000.00 $22,500.00 

Flood $50,000.00 1 per 15 years 50000 0.066666667 $3,333.33 Insurance $30,000.00 $26,666.67 

 

From the above table, it can be analysed that in order to control the software piracy that happens once in 4 months, anti-piracy 

protection hardware has been build so that software cannot be supplied to third parties without proper authorisation. The cost that has 

to be bear is valued at $15000 per annum. On the other hand, for mitigating the effect of computer virus or worm, the antivirus has 

been developed so that computer system can be kept clean from virus and malicious items. The return on security investment for 

computer virus is 62%, which is more than the average. In order to tackle information system threat, IDS system has been designed so 

that hackers can be restricted in entering to any system. The return is quite from the investment made in IDS. On the other side, in 

order to protect the employee from information threat, Access Control has been improved so that only authorised person can only 

access the information and unauthorised person should not be allowed. As the estimated frequency of information theft of employee 

occurrence is low therefore, the return is not that good. Apart from that, in order to remain protective from the denial of service attack, 

Firewall has been designed so that it can be hard for the illegal person to break the wall and enter into the system. As it occurs once in 

10 years so that only 15000 has been invested for it but it delivers had better return. Therefore, it can be analyzed from overall table is 

that maximum return is gained from the insurance and IDS. Therefore, for battling flood and information hacking, insurance and IDS 

can be increased.  
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Question 6: 

If question 4 and question 5 tables are taken in account then it can be know that cost per incident and occurrence frequency modifies 

considering control basis. On the other hand, the control factor impacts the cost per incident. The situation can be completely 

understood by an example so that impact relating control in relation to occurrence frequency and incident can be known. In order to 

tackle computer worms, incident cost was $2000 and it occurred once in a month. Therefore, when the control antivirus was 

incorporated, it costs was $1300 and it occurred once in 5 month. Thus, it can be analysed that the reason for such difference is the 

different antivirus types and licensing policy copyright.  

Question 7: 

Y2K problem is commonly known as the year 2000 problem or the Millennium bug. The computer programmings that were 

developed at the starting of the 1990 were designed in such a ways that it recognized the year in terms of two digits. The main 

problem that rose in 1999 is a risk of misinterpretation in the calculation could happen (Haimes, 2002). Most of the computer services 

providing firms have suspected that a probable mismatch could happen at the start of the year 2000. During that time, the most of the 

financial organizations have faced the issue about how to respond to this miscalculation risk. In 1999, I was a risk management 

manager in a large financial company and it was my duty to provide a response way to handle this issue in 1999. Therefore, to identify 

the potential of risk and to identify the way to handle the risk I have taken the help of the Jacobson’s window model.  

According to the Jacobson’s window model the response to the risk is determined by the occurrences and the consequences. 

According to Öğüt et al. (2010) the concentration over the risks that have low occurrences and the low consequences needs to be 

handled by the company itself.  The main reason behind this was that over the time it has been observed that these kinds of risks have 
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the lower potentials to create any bigger damage for the companies. On the other hand, the risks that have the higher occurrence 

chances and the higher consequences needs to be handled through transferring the risk to some other organizations that have the 

capacity and the capability to handle the risk.  

Considering the possible severity and the consequences of the Y2K problem, it resides in the high occurrence and high consequence 

quadrant. However, according to some of the resources the high occurrence and the high consequences risks often do not happens. 

However, through considering the severity of the impact I have decided to keep the Y2K issue in the mentioned quadrant. Y2K is a 

very serious problem for the financial service providing companies. If this issue rises in the starting of the year 2000 then the company 

and all of its customers will be affected badly. Moreover, a large and uncontrolled disparity will happen within the financial 

calculation of the company.  

Therefore, the company should respond with immediate effect. To handle this risk the company should transfer the risk to some other 

IT companies. The main reason for doing this is that the transfer of risk to other organization will provide a scope of recovering the 

loss amount from the some of the agreed sources if the Y2K problem actually rises and the organization fails to respond to it. On the 

issue about the agreement of the model, I do not agree on the view that the higher occurrences and higher consequences does not 

happens. However, there are some of the issues happens like the Y2K problem that keeping the severity of the issue it should be 

considered in the high occurrence and high consequences quadrant until the issue is completely resolved (Voeller, 2014).                      
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Question 8: NPV calculation 

 

Year Benefit Cost Net Cash flow Present Value Factor 

(@10%) 

Present 

Value  

1 2000 3000 -1000 0.909090909 -909.091 

2 2500 2000 500 0.826446281 413.2231 

3 4000 750 3250 0.751314801 2441.773 

4 4000 250 3750 0.683013455 2561.3 

5 4000 250 3750 0.620921323 2328.455 

Net Present Value 6835.661 

 

 

Recommendation 

According to the Net Present Valuation, the calculated value is positive which suggests that investing in the project can be profitable. 

Therefore, the management can take up the decision to invest in the project. On the other hand, in first year the management can 



16 | P a g e  

 

register a certain decline due to meeting the various costs and after second year the management can register growth that will 

gradually increase over the years. Therefore, after five-year period the management can ensure better return that can help in providing 

better system and better engagement of investors. Apart from that, the management may require to continuously upgrade their system 

so that expected profit can be acquired after the set period and risk of loss can be minimized. Therefore, it can be effective and 

profitable for the company to make investment and earn better income.  

Question 9: OCTAVE Model 

How risk assessment model works 

According to Violino (2014) octave is the strongest and the most formalised qualitative risk management model. CERT initially 

developed this model. According to Rice & AlMajali (2014) the strongest point of the model is that it considers hardware, systems, 

information and the peoples as the assets of the company. The main purpose for the development of this method was to conduct the 

risk analysis of a moderate size organization having almost strength of 300. This model has three other variants and the purposes of 

those three variants are different from the others.  

OCTAVE Allegro is the most recent development on the OCTAVE model has reduced the processing steps from eight to four. Those 

steps are: 

1. Development of the risk management criteria consisting with the company mission, objectives, goals and critical success 

factors 

2. Creation of profile for each of the assets through developing specific boundaries for the identification of the potential risk 

3. Identification of the risk in accordance with the context and information 

4. Initiation of the mitigation approaches (Cert.org, 2014).   
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Example 

The best example can be cited is the cyber attack on the J.P. Morgan. The cyber attack on the company has almost stolen 76000 

customer data from the database. This attack has very critically affected the reputation of the company along with the financial loss 

(Snyder, 2014). This problem is best analysed through the OCTIVE allegro because this system provides an holistic analysis on the all 

the possible risk rising elements that can hamper the reputation of the company and could create a major financial loss to the 

company. Therefore, the application and the analysis of the threat through this model will be very much valid in this case. 
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